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DOCUMENT- IDENTIFIER: US 6546005 Bl 
TITLE: Active user registry 



Brief Summary Text (10) : 

Several alternate forms of communication have developed which utilize either the POTS 
network or packet networks (and sometimes both) . For example, facsimile (fax) 
communication is now a commonplace option for transmitting copies of documents over 
the POTS network. Electronic messaging (e.g., e-mail) is a growing phenomenon for 
those who use a packet network, particularly the Internet, for communications. In 
addition, many companies today are using packet networks, locally or internally within 
the company, which are modeled in functionality based upon the Internet. These packet 
networks, denoted " intranets, " are typically private networks owned or controlled by 
the company or corporate user. Intranets are compatible with the Internet Protocol 
(IP), and often the same software used in connection with the Internet (e.g., Web 
browsers) is also used in connection with intranets . Intranet networks are often 
established to connect to the Internet through a firewall (i.e., a hardware/ software 
combination designed to restrict unauthorized access to the intranet from the outside 
world) . 
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** See image for Certificate of Correction ** 

TITLE: Role-based navigation of information resources 

Detailed Description Text (5) : 

In one embodiment, all the components are stored on and executed by one physical 
server or computer. In alternate embodiments, one ore more components are installed on 
separate computers; this approach may improve security and performance. For example, 
Registry Server 108 may be part of a secure Intranet that is protected using a 
firewall 118, and Access Server 106 may be located on an extranet for access by users 
inside and outside the enterprise. Further, there may be more than one Registry Server 
108 in a mirrored or replicated configuration. Each Access Server 106 may be coupled 
to more than one Registry Server 108 so that a particular Access Server 106 can 
communicate with a second Registry Server 108 if a first one is busy or unavailable. 
Each Registry Server 108 may be coupled to or support more than one Access Seirver 106. 
Each Registry Server 108 may execute operations using multiple execution threads, in 
which access of each thread to Registry Repository 110 is managed by the Access 
Control Library. 

Detailed Description Text (139) : 

In this context, the Internet is that part of the network that is considered 
untrusted. The extranet is the network between the soft and hard firewalls and the 
Intranet is the most secure part of the network, located behind the hard firewall . A 
company's public access web server will generally be placed on the Internet. Services 
accessible to users inside and outside the enterprise, for example protected resources 
and the Access Server should be placed on the more secure Extranet while internal 
services and the Registry Server should be secured in the Intranet. 
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TITLE: Content screening with end-to-end encryption within a firewall 



Detailed Description Text (9) : 

Network 109 is a "protected" network that resides on the other side of firewall 106 
from public network 104. Network 109 can include any type of wire or wireless 
communication channel capable of coupling together computing nodes. This includes, but 
is not limited to, a local area network, a wide area network, or a combination of 
networks. Note that all communications from network 104 into network 109 pass through 
firewall 106. In one embodiment, protected network 109 is a corporate " intranet " that 
couples together computer systems within a business organization, and public network 
104 is the Internet. 
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DRWN 24 Drawing Page{s) 

AB Methods and apparatus for conducting electronic commerce using 

electronic tokens are described. The electronic tokens are issued and 
maintained by a vendor, who also provides products and 
services that can be purchased or rented using the electronic tokens. 
The electronic tokens may be purchased from the vendor either 
on-line, using a credit card, or off-line, using a check, money order, 
purchase order, or other payment means. Because the vendor is 
the issuer of the electronic tokens, there is no need for transactions 
to be handled by a third party, such as a bank or other organization. 
This reduces the overhead involved in conducting electronic commerce, 
and provides the vendor with a greater amount of control . 
Additionally, the vendor maintains total control over the 
price of the electronic tokens at any time. For vendors who 
offer software products for sale or rental, use of electronic tokens 
makes a variety of rental arrangements practical. Additionally, a 
user registers and purchases electronic tokens at the 
vendor. The user may purchase products at any other 
vendors who conduct electronic commerce using electronic tokens. 
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